NHOPOPMAIIMOHHASA TAMATKA JIAA OBYYAIOHINXCSA

C KaXXIbIM TOA0OM MOJIOACKHN B MHTCPHCTC CTAHOBUTLCA 6OJII)IIIC, a IIKOJIBHHUKH
OJHHN H3 CaMbIX aKTHBHBIX MOJIb30BaTENCH PYHCTa. MC}KI[y TCM, IIOMHMO
OT'POMHOI'O KOJTNYCCTBA BO3MO}KHOCTGI>’I, HHTCPHCT HCCCT U HpO6JIeMI>I. OTa nmaMsTKa
JOJIDKHA IIOMOYb Tebe Oe301macHo HaXOoaUTbCA B CCTH.

KoMmnbioTepHbie BUPYChI
KoMmnbloTepHblii BUpPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX MPOTrpaMM,
OTIUYUTEIIBHOW 0COOCHHOCTHIO KOTOPOU SBJSIETCS CTIOCOOHOCTh K Pa3MHOKECHHIO.
B nononHeHue Kk 3TOMy, BUPYCHl MOTYT MOBPEAUTH UM MOJHOCTHIO YHUUTOXHUTH
Bce (pailyibl U JaHHBIC, TOJKOHTPOJIBHBIE TIOJIH30BATEN0, OT UMEHH KOTOPOTO ObLiIa
3amyllleHa 3apa)X€HHasi mporpaMmMa, a Tak)Ke MOBPEIUTh WIH J1a)Ke YHUYTOXKUTh
OTIEpallMOHHYIO CHCTEMY CO BceMu daiiamu B 11eJoM. B OOJIBIIMHCTBE cilydaeB
pacrpoCTPaHSAIOTCS BUPYCHI YEPE3 UHTEPHET.
MeTozbl 32Tl OT BPEIOHOCHBIX MPOrPaMM:
1. Wcnons3yli COBpPEMEHHBIE ONEPALMOHHBIE CHUCTEMbBI, MUMEIOIINE CEPbE3HBIN
YPOBEHB 3aIUTHI OT BPEJOHOCHBIX MTPOTPAMM;
2. IloctosHHO ycTaHaBinuBail madTtd (UMQPPOBBIE  3aIUIATKH, KOTOPbIE
ABTOMATUYECKH YCTAHABJIMBAIOTCA C LEJbI0 JOPAOOTKM MPOrpamMMbl) U ApPyrHe
OOHOBJIEHUS CBOEH ONEpalMOHHON cucTeMbl. CKaunMBai UX TOJIBKO C OPUIIMATBLHOTO
caiita pazpadbotunka OC. Eciu cyiecTByeT pexxuM aBTOMaTHYECKOro OOHOBJICHUS,
BKJIIOUH €r0;
3. PabGoraii Ha cBOoeM KOMIIBIOTEpPE TMOJ IMpaBaMHU TIOJb30BaTENsA, a HE
aMUHHUCTpATOpa. ODTO HE IMO3BOJUT OOJBUIMHCTBY BPEJOHOCHBIX MPOrpaMm
WHCTAJJTUPOBATHCSI HA TBOEM MEPCOHATBLHOM KOMITBIOTEPE;
4. Hcnonb3yil  aHTUBHUPYCHBIE  MPOTPAMMHBIE  TPOIYKTHl ~ H3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBIICHHEM 0a3;
5. Orpannub PU3NYECKUN JOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIUIL;
6. Ucnonp3yil BHENTHUE HOCUTENW WH(MOpMAINHU, Takue Kak (Jelika, AUCK WIH
¢aiin u3 uHTEepHETA, TOJIBKO U3 TPOBEPEHHBIX UCTOYHUKOB;
7. He oTkpbiBaii KOMIIbIOTEpHbIC (haijibl, TIOJYYCHHbIE €3 HEHAJCKHBIX
ucTOUYHUKOB. Jlaxke Te (pailyibl, KOTOpBIE MpUCa TBOM 3HAKOMBIH. Jlydlie yrounu
y HEero, OTIPaBJIsLI JIU OH TeOE UX.
Cetu WI-FI
Wi-Fi - 510 He BU nIepeaun JaHHbIX, HE TEXHOJIOTHS, a BCEr0 JIMIIL OPeHI, MapKa.
Eme B 1991 rony Hunepnanjckas komnanus 3apeructpupoBaia openg "WECA",
4yTo 0003Hauano cioBocoueranue "Wireless Fidelity", koTopslil mepeBoauTCst Kak
"OecnpoBOHAS TOYHOCTH".
Jlo Hamero BpeMeHH Jolia Apyras a00peBuaTypa, KOTOpas SBIISETCS TaKOW Ke
TexHosorue. 1o abopeBuatypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO C HAMEKOM
Ha CTaHJapT BBICIIEH 3ByKOBOM TexHUKHU Hi-Fi, uTo B mepeBoe o3HavaeT "BhicOKas
TOYHOCTB".




Jla, OecraTHBIA HWHTEPHET-IOCTYI B Kade, OTeIsIX W a’dporopTax SBISETCS
OTJIMYHOM BO3MOKHOCTBIO BBIX0/1a B HHTepHET. HO MHOTHE 3KCTIEpPTHI CUUTAOT, YTO
obmenoctynusie Wi-Fi cetu He SIBISIOTCS O€3011aCHBIMH.

CoBeTbl 110 0€30I1aCHOCTH PA0OTHI B 001IeI0CTYINHBIX ceTsax Wi-fi:
1. He mepenaBaii cBoro Ju4HYyIO HHMDOpMaIHIO Yepe3 odmenoctynubie Wi-Fi cern.
PaboTast B HuUX, KellaTeIbHO HE BBOJUTH MAPOJU JOCTYIA, JOTUHBI M KaKHE-TO
HOMeEpa;
2. Ucnonb3yit 1 OOHOBIISI aHTUBUPYCHBIE ITPOrpaMMbl B OpaHaMayep. Tem caMbim
ThI 00€30MacHUIITh Ce0s OT 3aKaYKH BUPYyCa Ha TBOE YCTPOHCTBO;
3. IIpu ucnonwszoBanun Wi-Fi otkmoun gynkuuio "OOmmit goctyn k (daiimam u
npuHTepam". JlanHas GyHKIOHS 3aKphITa MO YMOJYAHUIO, OJHAKO HEKOTOPHIC
M0JIb30BATENIHM AKTUBUPYIOT €€ JIJIsl y1I00CTBa MCIOJIb30BaHUs B paboTe win yueoe;
4. He ucnionw3yit myonuunbii WI-FI u1st nepegauu TMYHBIX TaHHBIX, HATPUMED IS
BBIXO/Ia B COIIMAJIbHBIC CETU WIH B SJIEKTPOHHYIO MOYTY;
5. Ucnions3y# Tonpko 3amuinenHoe coenuHenue uepe3 HTTPS, ane HTTP, T.e. ipu
Habope BeO-anpeca BBOU UMeHHO "https://";
6. B moOunbHOM Tenedone otkiaroun ¢yHknuto "TloakmoueHune k  Wi-Fi
aBromatudecku". He momyckaifi aBTOMAaTWU4eCKOro TMOJKIIOUEHHUS YCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.
CommaapHEIE CETH
CormuanapHble CETH aKTUBHO BXOJST B HAIly JKW3HB, MHOTHE JIIOIW PabOTaIOT |
KHUBYT TaM IMOCTOSHHO, a B Facebook yke 3apeructpupoBan MUILTHAP] YEIOBEK,
qTO SIBJISICTCSI OJHOM CEIbMOM BCEX KUTEIJICH IIaHeThbl. MHOTHE MOJIh30BaTEIN HE
MOHUMAIOT, YTO WH(POpMAIHs, pa3MEIICHHas UMU B COIMAIBHBIX CETIX, MOXKET
ObITh HalileHa M HCIIOJIb30BaHA KEM YTOAHO, B TOM YHCIE HE 00s3aTeNbHO C
OJlaruMu HaMEpPEHUSIMU.

OcHOBHBIE COBETHI IO 0€30MACHOCTH B CONMAJILHBIX CETHAX:
1. Orpannyb cMCOK Apy3ei. Y TeOs B APY3bsiX HE JIOJDKHO OBITh CIy4aWHBIX U
HE3HAKOMBIX JIIOJICH;
2. 3amuinan CBOO YacTHYIO KU3Hb. He yka3biBaii maposu, TenedoHsl, aapeca, 1aTy
TBOETO POXKICHUS W JPYIYIO JUYHYI0 HHGOPMAIMIO. 3JI0YMBIIIEHHUKH MOTYT
MCIIOJIB30BaTh Jake MH(POpPMAIIUIO O TOM, KaK Thl U TBOM POJUTEIU IUIAHUPYETE
MPOBECTU KAHUKYJIbI,
3. 3amumiail cBOr0 penyTaluio - Jep>KU €€ B YUCTOTE U 3a7aBaii cebe BOIpoc: X0Tel
OBl ThI, YTOOBI Jpyrye MOJIL30BATENIM BUJIENU, UTO Thl 3arpyxaemib? [logymai,
MPEeXEe YeM YTO-TO OIMyOJIMKOBATh, HAMIUCATh U 3arPy3UTh;
4. Eciu Thl TOBOPHILB C JIFOJIBMH, KOTOPBIX HE 3HAEIIb, HE HCIIOJIb3YH CBOE PEAIBHOE
UMS U JIPYTYIO JINYHYI0 UHGOPMAIMH: UMSI, MECTO JKUTEIhCTBA, MECTO y4eObl U
npouee;
5. UsGeraii pasmemenust ¢dotorpaduii B MHTEpHETE, TAe Thl H300pakeH Ha
MECTHOCTH, I10 KOTOPOU MOKHO OIPEAEIUTH TBOE MECTOMNOJIOKECHUE;
6. Ilpu perucrtpanuu B COIHAIBHONW CETH HEOOXOIUMO HMCIOJB30BATh CIOKHBIC
MapoJIv, COCTOSIINE 13 OYKB U ITUGP U C KOJUYECTBOM 3HAKOB HE MEHee §;




7. Ang couuanbHON CETH, MOYTHI U APYTUX CANTOB HEOOXOIMMO HCHOJIb30BaTh
pasHble naposin. Toraa eciu Te€0s B3IOMAOT, TO 3JI0YMBIIIIEHHUKH OJTy4YaT AOCTYTI
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHbIE IEHbI'H
DONeKTpOHHBIE JEHBIM - OTO OYEHb YJIOOHBIM CHoco0 IIaTexed, OJHAKO
CYIIIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JEHBIH.
DNEeKTPOHHBIC JEHBIM TMOSBWINCH COBCEM HEIABHO W MMEHHO H3-3a ATOTO BO
MHOTHX TOCyAapCTBax J0 CUX MOP HE MPOMKUCAHO MPO HUX B 3aKOHAX.
B Poccun xe oHM (PYHKITMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, TJIE WX
pa3iesaioT HAa HECKOJIBKO BUJIOB - aHOHUMHbBIE U HE aHOHHMMHbIE. Pa3zHuiia B ToMm,
YTO AQHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliacTcss MPOBOAUTHL omepanuu 0e3
UJEHTU(PUKAIIMY TTOJH30BaTENsl, @ B HCAHOHUMHBIX UJEHTU(PUKAIUS MOJIb30BaATENS
SBJIETCS 0053aTEILHOM.

Taxke cienyer  pasnuyarh  AJIEKTPOHHbIE — (uaTHbIe  JI€HBIU  (PaBHBI
rOCyJapCTBEHHBIM BaJIOTaM) M DJIEKTPOHHbIE He(dUaTHbIE JEHBI'M (HE paBHbBI
rOCyapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MaCHON padoTe € 3JIEKTPOHHBIMHY IeHbIAMH:

1. ITpuBsku K cuery MOOWIBHBIA Tene@oH. ITO camblii YIOOHBIA M OBICTPBII
Croco0 BOCCTAaHOBUTH AOCTYyN K cuery. lIpuBsizanHbIl TenedoH MOMONKET, €CIIH
3a0yJenip CBOM IUIATEXXHBIM MMaposib WM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Ucnonw3yii ogHOpa3oBbie mapoiu. [locne nepexoa Ha yCUIEHHYIO0 aBTOPU3ALUIO
TeOe yke He OyIeT yrpokaTh OINACHOCTh Kpa)Xu WJIM TepexBaTa IUIATEKHOTO
napoJs;

3. Breibepu cnoxxsbiii mapoib. [IpectynaukaMm OyAeT HE MPOCTO yraaaTh CIOKHBIN
napoJib. HajexxHble maposu - 3To Mapoiv, KOTOPIE COJIEPKAT HE MEHEE 8 3HAKOB U
BKJIFOYAIOT B C€0S1 CTPOYHBIC U TIPOIMUCHBIE OYKBBI, IU(PPHI K HECKOJIBKO CUMBOJIOB,
Takhe Kak 3HaK jojuiapa, (yHTa, BOCKJIMIIATENbHBIA 3HaK W T.M. Hampumep,
$tRONg!;

4. He BBO/IM CBOM JINUHBIE JJAHHBIE HA CaliTaX, KOTOPHIM HE I0BEPSICIIb.

JJIeKTPOHHAA MOYTa
DJIEKTpOHHAs TOYTa - 3TO TEXHOJOTHS M MPEAOCTABISIEMBIE €10 YCIYyTH IO
MEePEChUIKE U MOJYYCHUIO JIEKTPOHHBIX COOOIIEHHH, KOTOPBIE paclpeesioTcs B
KOMIBIOTEpHOU ceTh. OOBIYHO AJIIEKTPOHHBIM TMOYTOBBIA SIIIUK  BBITJISIUT
CIICAYIOIIMM 00pa3oM: UMsI MOJIb30BaTEIA(@WUMs_JoMeHa. Takke KpoMme nepeadn
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTh TIEpe1aBaTh (pailiibl.
OCHOBHBIE COBETHI IO 0€30TIaCHOM padOTe C AIECKTPOHHON MTOYTOM:
1. Hago BeIOpaTh mMpaBWIBHBIN MOYTOBBIA CEpBHUC. B MHTEpHETE €CTh OrpOMHBIN
BBIOOp OECIIATHBIX TMOYTOBBIX CEPBHCOB, OJHAKO JIydIlle TOBEPSATh TEM, KOTO
3HACIb, U KTO IEPBbIA B PEUTHUHTE;




2. He ykas3piBail B OUYHON moure JUYHyl uHpopmaumio. Hampumep, myure
BBIOpaTh "My3bIKalbHBINA (paHaT@" nau "pok2013" BmecTo "Temal3";

3. Wcnonp3yil NBYXATAlHYHO aBTOPU3ALHMI0. DTO KOTJA NMOMUMO IMAPOJs HYXKHO
BBOJUTH KOJ, MPUChUIaeMbIid 0 SMS;

4. Boibepu ClI0KHBINA Maposib. JJis Ka10ro MOYTOBOTO SIIUKA JTOJKEH ObITh CBOM
HAJICKHbIM, YCTOMYHUBBINA K B3JIOMY T1apOJIb;

5. Ecnu ecTh BO3MOXXHOCTB HAIMCATh CAMOMY CBOM JINYHBIN BOIPOC, UCIIOJIB3YH 3Ty
BO3MOXHOCTB;

6. Mcronb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBbIid JIsl 4aCTHON MEPENHUCKU C
ajgpecataMy, KOTOpPbIM Tbl JOBEpsACHIb. JTO 3JEKTPOHHBIM agpec HE HaJo
WCITOJIB30BATh TIPH PErUCTpalny Ha (popyMax u caiTax;

7. He oTkpbIBaii (hailsibl ¥ Ipyrye BIOKEHUS B MUChbMAaX, J1aXKe €CIM OHU MPUIUTH OT
TBOUX Jpy3el. JIyulie yToOuHH y HUX, OTIPABIISUIM JIM OHU TeOe 3TU (ailiibl;

8. Ilocne okoHUaHMsT paOOTHI Ha MOYTOBOM CEPBUCE MEPEN 3aKPHITUEM BKIIAJIKH C
caiToMm He 3a0y1p HaKaTh Ha "BeriTu".

KubepOymumuHr niin BUPTYyaIbHOE U3EBATEIHCTBO

KubepOyumiHr - mpeciieloBaHuE COOOIIECHUSAMH, COJEPKAIIUMH OCKOPOJICHUS,
arpecculo, 3aryruBaHue; XyJIUraHCTBO; COIIMAIbHOE OOMKOTUPOBAHKUE C TOMOIIBIO
PAa3JIMYHBIX UHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 10 00pHOE ¢ KUOEPOYVIMHIOM:
1. He 6pocaiicst B 60ii. JIyumuii crioco0: mocoBeTOBaThCA Kak ce0sl BECTH U, €CIIU
HET TOr0, K KOMY MOXHO OOpaTHThCs, TO BHaYajie YCIOKOUThCSA. Eciii Thl HaUHEeIIb
OTBEYATh OCKOPOJIEHUSAMH Ha OCKOPOJIEHHUS, TO TOJBKO eIle OO0JIbIIEe Pa30AKEIh
KOH(JIUKT;
2. Yupasnsii cBoell kubeppenyTauuei;
3. AHOHUMHOCTH B ceTu MHHUMas. CyIleCTBYIOT CITIOCOOBI BBIICHUTH, KTO CTOUT 32
AHOHUMHBIM AKKAYHTOM;
4. He cTouT BecTH XyJUraHCKU 00pa3 BUPTyallbHOM ku3HU. IHTEpHET hukcupyer
BCE TBOU JICHCTBUS U COXpaHSET UX. Y JAIUTh UX OYJEeT KpaiiHe 3aTpyIHUTEILHO;
5. ColGmronait CBOIO BUPTYaAJIbHYIO YECTh CMOJIOAY;
6. Urnopupyi#t enuandHbld HeraTuB. OTHOPA30BBbIE OCKOPOUTEIBHBIC COOOIICHHS
Jy4iie urHopupoBath. OOBIUHO arpeccus mpeKpaaeTcs Ha HadyajabHOUM CTallnu;
7. ban arpeccopa. B mporpammax oOMeHa MTrHOBEHHBIMU COOOIICHUSMHU, B
COLIMAJIBHBIX CETSAX €CTh BO3MOYKHOCTH OJOKHMPOBKM OTHPABKUA COOOIIEHHH C
OTpEJEICHHBIX aIPECOB;
8. Ecnmu ThI cBuperens kuOepOyinuHra. TBou JeHCTBUS: BBICTYNUTH MPOTUB
npeciieoBaTeNs, MoKa3aTh €My, YTO €ro JACMCTBUS OLICHUBAIOTCS HETaTUBHO,
NoJAJIepXKaTh KEPTBY, KOTOPOM HYKHA TICHUXOJOTUYECKAs] MOMOIb, COOOIIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MoOuabHbIN Te1eoH
CoBpemeHHbIe cMapTGOHBI M IUIAHIIETHI COAEpKaT B ceOe BIIOJHE B3POCIbIN
GbyHKIIMOHAT, W TEMepb OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMHU
KoMIibroTepamMu. OHAKO, CPECTB 3AIUTHI I TTOJTOOHBIX YCTPOUCTB MOKA OYEHb




Mazo. TectupoBaHue U MOUCK YSI3BUMOCTEN B HUX IIPOUCXOJIUT HE TAK MHTEHCUBHO,
kak s 11K, To sxe camoe kacaeTrcs 1 MOOMIIBHBIX TPHIIOKEHUH.

CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl YK€ MPAKTUYECKH JOTHAIM HACTOJIbHBIC
aHaJIOTH, OJHAKO pacuIMpeHue (QyHKIMOHAJIAa BIJEYET 3a CO0OW OOJBIIYIO
CJI0)KHOCTh M MEHBIIYIO 3aIlUIIEHHOCTb.

Jlaieko He Bce NPOM3BOAUTENM BBIIYCKAIOT OOHOBIIEHHUS, 3aKphIBAIOIINE
KPUTHYECKHE YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIsI 0€30MACHOCTH MOOMIBLHOTO TenedoHa:

Huuero He siBasieTcst mo-HacToseMy OecriaTHbIM. bysib OCTOpOKEH, BEAb KOTaa
Tebe mpearaloT OeCIIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHl KaKHe-TO
IJIaTHBIE YCIIYTH;

Jymaii, mpexze ueM oTrpaBuTh SMS, ¢hoTo uinu Buaeo. Thl TOUHO 3HACIIb, T/I€ OHU
OyayT B KOHEUHOM uTOre?

HeoOxoaumo 0OHOBIIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

Hcnonp3yit aHTUBHPYCHBIE IPOTPaMMBbl 111 MOOUJIbHBIX TENE(OHOB;

He 3arpyxail IpWwIOKEHUS OT HEHU3BECTHOTO HCTOYHHMKA, BEAb OHM MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECIICUEHHUE;

[Tocne TOro Kax Thl BBIIIEIIB C CaiiTa, I/1€ BBOAMII JIMUHYIO HH(POPMALUIO, 32l B
HACTPOWKH Opay3epa u yaanu cookies;

[lepuonnueckn mpoOBEpsi, KAKWE IUIATHBIE YCIYTM AKTUBHPOBAaHbI HAa TBOEM
HOMEpE;

JaBaii cBoif HOMEp MOOUIILHOTO Teae(OHa TOJIBKO JIOJISIM, KOTOPBIX Thl 3HACIIb U
KOMY JIOBEpSEIb;

Bluetooth nomken ObITh BBIKIIIOUEH, KOTAa Thl UM HE ToJib3yelibes. He 3a0biBait
MHOT]Ia TPOBEPATH 3TO.

Online urpsi
CoBpeMeHHbIE OHJIAWH-UTPHI - ITO KPACOYHBIC, 3aXBATHIBAIOIINE pPa3BICUCHUS,
OOBEUHSIONINE COTHU THICSY YEJIOBEK M0 BceMy MUpY. UTpoku uccienyroT TaHHbINA
UM MUD, OOIIAIOTCS JAPYT C IPYTOM, BBITIOTHSIOT 33JJaHUsI, CPAXKAIOTCS C MOHCTPaAMU
U TOJYYaloT OMBIT. 32 YJOBOJIBCTBUE OHU IJIATAT: MOKYIAIOT AUCK, OMJIA4UBAIOT
a0OHEMEHT WJIU TIPUOOPETAIOT KAaKHE-TO OMIIUH.
Bce atu cpenctBa uayT Ha MoJjep)KaHWE W Pa3BUTHE WUTPHI, a TAKXKE HA camy
0€30MMacHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3AIINH, BBITYCKAIOTCS HOBBIC
natyu (udpoBbIe 3arIaTKy JJ1sl TPOTPaMM ), 3aKPhIBAIOTCS YSA3BUMOCTH CEPBEPOB.
B mogo0HBIX Wrpax CTOUT omacarbcs HE CTOJIBKO CBOMX CONEPHUKOB, CKOJBKO
Kpa)kl TBOETO MapoJIsi, HA KOTOPOM OCHOBAaHA CHCTEMa aBTOPU3AllUK OOJIBIIIMHCTBA
urp.
OCHOBHBIE COBETHI 10 0€30MaCHOCTH TBOETO UTPOBOTO aKKAyHTA:
1. Eciiu apyroéi urpox BeAeT cedsi MIOXO WIM CO3JaeT TeOe HENPUSTHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;
2. Tloxamyiicsi agMUHUCTpaTOpaM WIPbl HA TUIOXO€ TOBEICHHE JTOT0 HUTPOKA,
YKeIaTeIbHO TIPUIIOKHUTH KaKHe-TO J0Ka3aTeIhCTBA B BUJIE CKPUHOB;
3. He yka3piBaii muunyo uHboOpManuio B mpodaiisie urpsr;
4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;




5. He ycranaBnuBaii HeopuImanbHbIC TATIYN U MO/IBI;

6. Mcnonib3yii CIIOKHBIE U pa3HbIC MMapOJIH;

7. Jlaxxe BO BpeMsl UTPbl HE CTOUT OTKJII0UaTh aHTUBHUpYC. [Toka Tl urpaeiisb, TBOMI
KOMITBIOTEP MOTYT 3apa3HTh.

OUIIMHT WM KPAaKa JUYHBIX JTaHHbIX
OOBIYHON Kpaxel JeHEer W JOKYMEHTOB CETOJHs YK€ HHUKOTO HE YAMBHUIIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOTHI 3JI0YMBIIUICHHUKHN [IE€PEMECTUIIUCH B UHTEPHET,
U TIPOJIOJDKAIOT 3aHUMATHCSA "'MIOOUMBIM" 1€TTOM.
Tak mosiBUiIach HOBasl yrpo3a: MHTEPHET-MOUICHHUYECTBA WM (DUIIHMHT, TJIaBHAs
EJIb KOTOPOTO COCTOMUT B TOJTYYEHUH KOH(UICHIINATBHBIX TaHHBIX MOIb30BaTeNeH
- JJOTUHOB U mnapoJjeil. Ha anrnuiickoMm si3pike phishing untaercs kak ¢umuHr (0T
fishing - peioHas mosis, password - mapoJb).
OcHOBHBIE COBETHI IO 0OpHOE C (HUITUHTOM:
1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl mojo3peBaelib, 4TO TBOSI aHKETa Oblia
B3JIOMaHa, TO HEOOXOAUMO 3a0JOKHMpOBaTh €€ U COOOIIUTh aJIMUHHUCTpATOpam
pecypca 00 3TOM Kak MOKHO CKOpee;
2. Hcnonw3yil Oe3onacHble BeO-CaliThl, B TOM 4MCJIE, WHTEPHET-Mara3uHoB U
IIOMCKOBBIX CUCTEM;
3. Ucnonb3yii cnokHble U pa3Hble napoiu. Takum oOpa3zom, eciii Te0s1 B3IIOMAIOT,
TO 3JI0YMBIILIEHHUKH MOTY4YaT JOCTYI TOJBKO K OJJHOMY TBOEMY IPO(HIIIO B CETH,
a He KO BCEM;
4. Ecau t1e0s B3nOManu, TO HEOOXOJUMO NPENyNpeInuTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE I00aBJIEHBI Y T€OS B IPY3bsX, O TOM, YTO T€OS B3IOMAIHN U, BO3MOXKHO, OT
TBOEr0 UMEHH OyJIET PacchlUlaThCA CllaM U CChUIKM Ha (PUILIMHTOBBIE CAThI;
5. YcranoBu HagexHbli naposb (PIN) Ha MoOMIbHBIN TenedoH;
6. OTKIIIOUM COXpaHEHHUe MapoJisi B Opaysepe;
7. He oTkpbIBaii aiiibl 1 Ipyrue BIOKEHUS B MUChMaX, JaKe €CIM OHU MPUIILTH OT
TBOUWX JIpy3ei. Jlydiie yTouHu y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (Haiisibl.
[Mudposas penyramms
[Mudposas peryrarusi - 5T0 HEraTUBHAS WX MO3UTHBHAS UH(OpMAIUS B CETU O
tebe. Kommpomerupytomias uHdopmanus, pa3MelieHHas B HHTEPHETE, MOXKET
CEphE3HBIM 00pa30M OTpPa3UThCS Ha TBOEH peanbHOW xku3HU. "lludposas
penytanus" - 3T0 TBOM UMUK, KOTOPBIM (hopmupyercsa u3 uHdpopmanuu o Tede B
UHTEPHETE.
TBOe MeCTO >XHMTENbCTBA, y4eObl, TBO€ (DMHAHCOBOE IOJIOKEHHUE, OCOOCHHOCTHU
XapakTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.
MHorue TmOAPOCTKM JIETKOMBICIIEHHO OTHOCSATCA K NyOJIMKaluM —JTUYHOU
uHpopmanuu B MHTEepHeTE, HE MOHKUMAsT BO3MOXKHBIX MociaeACcTBUU. Thl naxe He
CMOXKeIIb IoTrafaThcsi O TOM, 4To ¢ororpadusi, pa3MelleHHas 5 JeT Ha3al, cTaja
MPUYUHON OTKAa3a MPUHATH T€Os HA padoTy.
KommenTtapuu, pasmemienne TBoux ¢oTtorpaduii u aApyrue ACUCTBUS MOTYT HE
WCYE3HYTh JaXe [MOCJE TOr0, KAK Thl UX YAAIHIIb. Thl HE 3HACIIb, KTO COXPAHUII ATY
uHbOpMaIMIO, MOMNaNa JId OHA B MOMCKOBBIE CHUCTEMbI U COXpaHWIACh JIM OHA, a
IJIABHOE: YTO MOIYyMAalOT O TeOe OKpY’Kalollue JIOAH, KOTOpble HAWIYT U YBUISAT




310. Haiitn uHdopmaiuo MHOTO JIeT CIyCTS CMOXET JII00OH - Kak M3 J00pbIX
noOyKJIeHUH, TaK U C HAMEPEHUEM ITPUUUHUTH BPE. DTO MOXKET ObITh KTO YTOJHO.
OCHOBHBIE COBETHI 110 3aIIUTE HUPPOBOI pernyTaluu:

1. [Tonymaii, npexjie 4em 4To-To MyOJUKOBATh U MepeaaBaTh y ceOs B 010re Uilu B
COLIMAJIbHOM CETH;

2. B nHactpoiikax npo¢uiisi ycTaHOBU OIPaHUYEHUS Ha IPOCMOTP TBOETO MPOdUis u
€ro COJICP)KMMOT0, c/iesiail ero ToJIbKO " apy3eit”;

3. He pasmemiaii u He ykas3biBail MH(OPMAIMIO, KOTOpash MOXET KOro-audo
OCKOPOJISITh WK OOUKATh.

ABTOpCKOE NPaBo
CoBpeMeHHBIE TKOJILHUKHU - aKTUBHBIC MOJIH30BATEIN ITU(POBOTO MPOCTPAHCTRA.
OnHako nmalleKo HE BCE 3HAKOT, 4YTO IIOJB30BAaHWE MHOTMMHM BO3MOYKHOCTSIMH
nudpoBoro Mupa TpeOyeT CcoOJIoJeHUsT TpaB Ha MHTEIUICKTYaJIbHYIO
COOCTBEHHOCTb.
TepmuH "UHTEIUIEKTyalIbHAsI COOCTBEHHOCTH" OTHOCUTCS K Pa3IMYHBIM TBOPEHUSIM
YeJIOBEUECKOr0 yMa, HauMHAas C HOBBIX M300pETEHUN U 3HAKOB, 0003HAYAIOIIMX
COOCTBEHHOCTb Ha MPOAYKTHl U YCIYTH, U 3aKaHUYMBasi KHUTaMu, Gororpadusimu,
KMHO(DHUIBMaMH ¥ MY3bIKQJIbHBIMU TTPOU3BEJCHUSIMU.
ABTOpCKHME TMpaBa - 3TO IpaBa Ha WHTEIUICKTYaJbHYI0 COOCTBEHHOCTh Ha
MPOU3BEACHUSI HAYKH, JINTEPATYPhl U UCKyCcCTBa. ABTOPCKHE MpaBa BBHICTYIAIOT B
KaueCTBE TapaHTHUU TOTO, YTO WHTEJJIEKTYaJbHBIA/TBOPUECKUN TPYyJl aBTOpa HE
OyJeT HampacHbIM, JacT €My CIpPaBEMJIUBbIE BO3MOXHOCTH 3apaboTaTh Ha
pe3ynbTaTax CBOETro TPyHAa, MOJYyYUTh HW3BECTHOCTh M mpu3HaHue. Hukrto 06e3
pa3pelIeHuss aBTOpa HE  MOXET  BOCIPOM3BOJWTH €r0  IPOU3BEICHHUE,
pacrpoCTpaHsiTh, MyOJIUYHO JAEMOHCTPUPOBaTh, IMPOJaBaTh, HUMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJMYHO HCHOJHATH, MOKA3BIBATH/UCIIONHITH B ddUpE WIH
pasMmewars B IHTEpHETE.
Hcnonb3oBanue "mupaTckoro" mporpaMMHOro oOecreueHuss MOXKET MPUBECTU K
MHOTHM pHCKaM: OT MOTEPH JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKH TBOETO
YCTPOMCTBA, TJIe yCTaHOBJICHA HeJleralibHas mporpamma. He cTout Takxke 3a0bIBaTh,
YTO CYIIECTBYIOT JIETaJbHbIE M OECIIaTHBIE TPOrPAMMBI, KOTOPbIE MOKHO HANTH B
CETH.
O noprane
CeteBuuOK.p - TBOU IJIaBHBIM COBETYMK B CETHU. 3]I€Ch Thl MOKEIIb y3HATh O
0€30MacHOCTU B CETH TMOHSATHBIM U JIOCTYIHBIM SI3BIKOM, a MPH BO3HUKHOBEHHH
KPUTHYECKON CHUTyallMu OOpaTUTHCS 3a COBETOM. A TakKe IMPUHATH ydacTHE B
KOHKYpCaxX U CTaTh CaMbIM ITU(DPOBBIM IpakTaHUHOM !




